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¬∃f {mac (f, tcomputer(n), thuman(n), tcomputer(n))}
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��xw �~�� �s ys&vsy

thuman(n)
�� t{~x} xv� � |�~| vu
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~vy vu
tcomputer(n)

�w|zuv� } ~t s3 xw|w � |�~| t~v �s s3st�|sy � x|�
thuman(n)

zs�
wu�ztsw ~| |�s tuyxv� uz ystuyxv� wxys h ���w �

U
xw ~�{s |u � sz�uz} �s~� svtz��|xuv

uz �s~� ~�|�sv|xt~|xuv uv{�� |�~| t~v �s w�ttsww��{{� ~||~t�sy �� |�s |sz} xv~{ � x|�
�x�� �zu�~�x{x|�h

) ww�} s � �s ~zs xv ~ �uz{y ��szs |�s ~�u�s {x} x|~|xuvw �u{y h rs ~{wu w���uws �
|�~| |�s $ szt��u� �zxvtx�{s xw �~{xy � wu |�s ~||~t�sz

T
� �vu� w s�sz� ~{�uzx|�}

U~vy
R
�wsw � ��| yusw vu| �vu� |�s wstzs| �s�

k
h �v uzysz |u } ~�s u�z �zu�uwx|xuv

}uzs �svsz~{ � �s } ~�s |�s sv�xzuv} sv| ~w ~y�~v|~�su�w �uz |�s �wsz ~w �uwwx�{s h
���w � �s ~ww�} s � |�~| (

•
�vs�|x} s �s�xv� xw �wsy � wu �s�

k
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m
xw wsv| h

��u|s � |�~|
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� wu ~ uvs�|x} s��~y t~vvu| � s �wsy h�
•
�v t~ws u� wstzst�� |�s ~||~t�sz xw ~�{s |u s~�swyzu� uv{�� ~vy t~vvu| }uyx��
|�s } sww~�sw uv |�s t�~vvs{ h

•
�v t~ws u� }sww~�s ~�|�sv|xtx|�� |�s ~||~t�sz xw ~t|x�s h
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U
~vy

R
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�v |� xw wst|xuv �s s3~} xvs x�
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R
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	 ���� � rs tuvwxysz |�s �u{{u� xv� �svsz~{ �zu|u tu{ �uz xv|sz~t|x�s svtz��|xuv (
�vx|x~{{� (

σ0 = ∅
1
h

U → R
(
f1(k|M1)

� ��szs
M1 = m|σ0

σ1 = f1(k|M1)
2
h

R → U
(
g2(k|M2)

� ��szs
M2 = σ1

σ2 = σ1|g2(k|M2)h h h h h h
(2L − 1)

h
U → R

(
f2L−1(k|M2L−1)

� ��szs
M2L−1 = m|σ2L−2

σ2L−1 = σ2L−2|f2L−1(k|M2L−1)
(2L)

h
R → U

(
g2L(k|M2L)

� ��szs
M2L = σ2L−1)

σ2L = σ2L−1|g2L(k|M2L)h h h h h h
N
h

U → R
(
fN(k|MN )

� ��szs
MN = m|σN−1

σN = σN−1|fN(k|MN )��szs xv s~t� w|s�
j
�
σj

ysvu|sw ~{{ |�s y~|~ |�~| �~w xv|szt�~v�sy ��
U
~vy

R
�x~

|�s ���{xt t�~vvs{ ��
U

~vy
R
� |��w

σj
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rs tuvwxysz

N
�w|s��{uv� �zu|u tu{w � wu

R
xw ~�{s |u ~t0�xzs

m
~�|sz w|s�

N
uv{�h

��s �zu�uwx|xuv �� g ~vy ��� t~v �s �uz} ~{x'sy ~w �u{{u� w (
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�v tuv|z~z�� ~ww�} s � |�~| (

�" �
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t~v �s s3st�|sy ��
U
� |�sv �wsz

U
�~w svu��� zswu�ztsw |u z�v x| (

���
|= ∀fj {easy(k|Mj, fj(k|Mj), thuman(n))}

)ttuzyxv� |u |�s ~ww�}�|xuv ~�u�| |�s ~�x{x|xsw u� |�s ��} ~v ��� � vu ~{�uzx|�}
|�~|

U
t~v z�v � t~v �s ~

cipher
h �u � ~ttuzyxv� |u ��� � vuvs u� |�s ~{�uzx|�} w

fjt~v �s ~
cipher

h ��xw �~w |�s �u{{u� xv� x}�{xt~|xuv (
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→ ¬hard(fj(k|Mj), Mj , tcomputer) ∨ ¬easy(fj(k|Mj)|k, Mj, tcomputer(n))}
�/�
�u|s � |�~|

Mj = m|σj−1
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j
xw uyy h
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R
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m
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U
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��szs (
�2�
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w�u� {y �s ~�{s |u u�|~xv

m
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�zu}

k
~vy
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fN
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A
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α
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�vx|x~{{� (
σ0 = ∅

�
ω0 = ∅

1
h

U ⇒ R
(
f1(k|m)

σ1 = σ0|f1(k|m)
�
ω1 = ω0

2
h

R ⇒ U
(
g2(k|σ′

1)
σ2 = σ1

�
ω2 = ω1|g2(k|σ

′

1)
3
h

U ⇒ R
(
f3(k|m|ω′

2)
σ3 = σ2|f3(k|m|ω′

2)
�
ω3 = ω2h h h h h h
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(
g2K(k|σ′

2K−1)
σ2K = σ2K−1

�
ω2K = ω2K−1|g2K(k|σ′

2K−1)
(2K + 1). U ⇒ R

(
f2K+1(k|m|ω′

2K)
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2K)
�
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�
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�stu} sw }uzs ~vy }uzs tuv&ysv| xv |�s ~�|�sv|xtx|� u�
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